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1. Whatis the key advantage of static application security testing (SAST)?

A. Finds vulnerabilities during runtime

B. Detects security flaws in source code early
C. Requires no specialized tools

D. Only tests APIs

Answer B

2. Why is it important to test for secure session management?

A. To improve frontend performance
B. To prevent session hijacking and fixation
C. To enable mobile features

D. To ensure HTML validation

Answer B

3. What does 'covering attack traces' refer to in security testing?

A. Logging all test cases

B. Removing evidence that could identify the tester’s movements
C. Encrypting audit logs

D. Overwriting data with fake accounts

Answer B

Global Institute of Professional Management Certification (GIPMC)



GIPMC

— = = = = ==

3

GLOBAL INSTITUTE OF PROFESSIONAL
MANAGEMENT CERTIFICATION

4. Which test type assesses input handling and boundary conditions?

A. Security policy testing
B. Fuzz testing
C. Portability testing

D. Regression testing

Answer B

5. Why include code review in security testing?

A. To skip dynamic tests
B. To find syntax errors

C. To identify insecure coding patterns early

D. To improve load time

Answer C

6. Which is a major objective of authentication testing?

A. Verifying Ul layout

B. Ensuring credentials cannot be guessed or bypassed
C. Testing code formatting

D. Database performance

Answer B
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